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PROCEDURE FOR RECOVERING KEYS AND CERTIFICATES  

(DIGITAL SIGNATURE) 
 
 
 
 
 
 
PREREQUISITES:   
 
 

�  Ensure that the Entrust Entelligence Security Provider 9.1 software is installed on the workstation. 
The following icon will appear in the lower-right-hand corner of the screen: 
 

 
 

�  Delete all .epf �files on all workstations and all copies on CD or other media, including any backup 
copy of the digital signature to be recovered. 

 
 
 
 
 
 
 
 
 

IIMMPPOORRTTAANNTT  
 

TThhee  aaccttiivvaattiioonn  ccooddeess  aanndd  ddiiggiittaall  ssiiggnnaattuurree  ppaasssswwoorrdd  aarree  ccoonnff iiddeenntt iiaall ..  
  

DDiivvuullggiinngg  tthheemm  mmaayy  rreessuulltt  iinn,,  ffoorr  oonnee,,  tthhee  rreevvooccaattiioonn  ooff  yyoouurr  cceerrttiiffiiccaatteess..  
  

OOnnccee  tthheessee  aaccttiivvaattiioonn  ccooddeess  aarree  uusseedd,,  tthheeyy  aarree  nnoo  lloonnggeerr  vvaalliidd  aanndd  mmuusstt  bbee  ddeessttrrooyyeedd  iinn  aa  sseeccuurree  mmaannnneerr..  
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The digital signature profile is stored in a file bearing the holder’s name followed by an .epf  extension (e.g. 
John Smith.epf).  

 
PROCEDURE FOR WINDOWS XP: 
 
 

�  Click the Start  button in the lower-left-hand corner of the screen 
 

�  Select Search > For Files or Folders…  
 

 
 

�  Select All files and folders 
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�  In the Search by any or all of the criteria below window, enter the required information: 

 
�  Enter *.epf   in the �������������	��
��	����
���  field  
�  Select My Computer  in the ������
  field  

 
�  Click Search  and the results display in the right-hand pane of the dialog box 

 

 
 

�  Record the name of the folder(s) where are located the .epf files to be recovered  
 

�  Delete all .epf  files as well as all files with a .ckl , .pab, .pch , .rcl , .sla, or an .erl  extension.  
 
�  Repeat this procedure on all workstations. 
 
 
PROCEDURE FOR WINDOWS 7 ET VISTA: 
 

�  Click the Start  button in the lower-left-hand corner of the screen 
 

�  Enter *.epf  in the �����
�����������
��	����  field  
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�  The search results will display in real time  

 

 
 

�  Right-click on the .epf  file to be located 
 

�  Select Open file location  to record the name of the folder where the digital signature file(s) to be 
recovered is/are located 

 
 

 
 

 
 

�  Delete all the .epf�files and, if relevant, all files with a .ckl , .pab, .pch , .rcl , .sla , or an .erl  extension.  
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�  Repeat this procedure on all workstations. 
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There are two ways to access the Entrust Digital ID Recovery Wizard: 
 
Option 1:   
 

�  Click Start 
�  Select All Programs > Entrust Entelligence > Recover Entru st Digital ID  
 

 
 
 
Option 2:   
 

�  Position the mouse cursor over the icon  
 

�  Right-click 
 

�  Select Recover Entrust Digital ID…  
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STEPS TO FOLLOW WHEN THE RECOVER ENTRUST DIGITAL ID WIZARD  WINDOW OPENS 
 

�  Click Next  
 

 
 
�  Enter your activation codes in the ��	���
���
�����  and ���
��������
�����  fields 

 

� The activation codes were transmitted by email, by telephone, or by a bailiff. 
 

�  Click Next  
 

 

� If one of the following Entrust error messages displays, then communication ports 389 and 829, which are  
        required to use the Entrust application, are closed: 
         

�  (-1685) An Entrust Authority Security Manager communication error was encountered. Please try 
again. If this problem persists, contact your Administrator. 

�  Unable to Enroll for an Entrust Digital ID. The wizard was unsuccessful. 
 

To learn how to open communication ports, please contact your Windows administrator or refer to your firewall’s 
documentation.  
 
Please note that notaries also need to open port 709 to send documents via their notarial software.  
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�  Click Next . The progression bar will start. 
 

 
 

�  Select a folder for your Entrust security store  
 

�  OPTION 1 : 
 

�  Use the proposed default folder   

� The default folder for Windows XP is C:\Documents and Settings\username\Entrust Profile\   
        The default folder for Vista or Windows 7 is C:\Users\username\Entrust Profile   
 
  

�  OPTION 2 : 
 

�  Click Browse…  to select an alternate folder 
 

 
 

�  Keep a record of your Entrust security store’s location. 
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�  Click Next  

 
�  In the ����  field, enter the name of the holder for whom the profile will be created (without 

accents or periods) 
 

 

� If your profile already exists and carries the same name, a box may appear asking if you want to overwrite it. 
Click OK and Next. 
 
�  Click Next  

 

 
 

�  Choose a secure password that meets the stated requirements to protect your Entrust security 
store.   

 
·  Enter a password in the ��������  field 
·  Confirm it in the ��
	������������� field 

 

    
 

 Each time a requirement is met, a green check mark appears. Otherwise a red x remains displayed. 
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�  Do not use spaces, accented characters or quotation marks in your password. 
 

�  Click Finish and the progression bar will finish 
 

 
 
 
OPENING AN ENTRUST SESSION TO VALIDATE A RECOVERED DIGITAL SIGNATURE  
 
Once a digital signature is recovered, it is recommended to open an Entrust session to confirm that 
everything is working properly. 

�  Position the mouse cursor over the icon  in the lower-right-hand corner of the screen 
 

�  Right-click  
 

�  Select Log In…  
 

 
 

·  If a profile1 is already installed on the workstation, an Entrust Security Store Login window 
appears with the profile name displayed 
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�  Enter the new digital signature password  
 

·  If a profile is not yet installed on the workstation: 
 

�  Click on the dropdown menu to see if the profile name is listed and, if so, select it 
(If the profile is not listed, click Browse… to locate the appropriate ���� �file)  

 
�  Enter the digital signature password 

 

 
 

 
 

 The digital signature is now recovered and functional.  
 The profile is a file bearing the holder’s name followed by an .epf  extension. 

Should the workstation require reformatting, such as in the case of a virus, having a backup copy of the .epf  file 
allows the user to reinstall and reuse the digital signature without further assistance from Notarius and thereby 
avoid incurring the related fees. 

 
  

BBAACCKKUUPP  CCOOPPYY  OOFF  AANN  ".epf"  FFIILLEE  
  
IItt  iiss  ssttrroonnggllyy  rreeccoommmmeennddeedd  ttoo  ssaavvee  aa  bbaacckkuupp  ccooppyy  ooff  tthhee  ..eeppff  ssiiggnnaattuurree  ffiillee  oonn  aa  UUSSBB  kkeeyy  oorr  CCDD--RROOMM  aanndd  ssttoorriinngg  iitt  iinn  
aa  sseeccuurree  llooccaattiioonn  tthhaatt  iiss  oonnllyy  aacccceessssiibbllee  bbyy  tthhee  hhoollddeerr  ooff  tthhee  ddiiggiittaall  ssiiggnnaattuurree..  
  
IIff  aannyy  ccooppiieess  ooff  tthhee  pprrooffiillee  pprreeddaattiinngg  tthhee  uuppddaattee  eexxiisstt,,  tthheeyy  mmuusstt  bbee  rreeppllaacceedd  bbyy  tthhee  ccuurrrreenntt  uuppddaatteedd  pprrooffiillee..    
  
IItt  iiss  eesssseennttiiaall  tthhaatt  aa  nneeww  bbaacckkuupp  ccooppyy  bbee  mmaaddee  wwhheenneevveerr  tthhiiss  ffiillee  iiss  uuppddaatteedd,,  ssuucchh  aass  wwhheenn  tthhee  ddiiggiittaall  ssiiggnnaattuurree  
ppaasssswwoorrdd  iiss  cchhaannggeedd  oorr  aafftteerr  aa  pprrooffiillee  rreeccoovveerryy.. 


